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CeTb MHTepHeT npeacTaBaseT coboit rnobanbHoe o6begnuHEHME KOMNbIOTEPHbIX CETeN U
NHPOPMALMOHHbBIX PECYPCOB, MPUHAANEKALLMX MHOMKECTBY Pa3INUYHbIX NH0A4EN U OpraHn3aunii. ITo
obbeanHeHue ABNAETCA AELEeHTPAIM30BaHHbIM, M eANHOI0 06LLe0bA3aTeNbHOro CBoAa NPaBu
(3akoHOB) Nob30BaHMA ceTbio MHTEpHET He ycTaHoBNeHO. CyLLeCTBYIOT, OA4HAKO, 06LWenpuHATbIe
HOpMbI paboTbl B ceTU MHTEpPHET, HanpaB/eHHbIe Ha TO, YTOObI AeATeIbHOCTb KaXK40ro no/ib3oBaTens
ceT He mewwana paboTe Apyrux nosb3osatenen. PyHaameHTasIbHOE NOMOXKEHME STUX HOPM TAaKOBO:
npaBunia UCNONb30BaHUA OBbLIX PECYPCOB CeTU MHTEpHET onpeaenatoT BAageblbl 3STUX PECYPCOB U
TO/IbKO OHU (34ecb 1 Aanee cnoBom "pecypc" obo3HavaeTcs Nobas COBOKYNHOCTb NPOrPamMmMHbIX U
annapaTHbIX CPeACTB, COCTaBAAIOLLMX B TOM MW MHOM CMbIC/e eguHOe Lenoe. Pecypcom ceTn MHTepHeT
MOTYT CYMTATbCA, HANPMUMEP, NOUYTOBbIN ALLMK, NEPCOHANbHbIA KOMNbIOTEP, BUPTYaAbHbINA UK
buU3nYecKmnit cepBep, 0KabHAA BbIYUCAUTEbHASA CETb, KaHaAN CBA3M U T.4.)

HacToawmit foKyMeHT npeacTaBaseT coboit 04HO U3 BO3MOXKHbIX GOPManbHbIX ONUCAHUIA
06LENPUHATLIX HOPM CETEBOTO B3aMMOAEWNCTBUSA, CUMTAOWMXCA B BONbLUMHCTBE ceTel (KaK BXoAALWMX B
ceTb MHTepHeT HenocpeaCTBEHHO, TaK U AOCTYMHbIX U3 ceTn UHTEePHET TeM MM MHbIM ONoCPea0BaHHbIM
o06pasom) 06A3aTENbHBIMK K UCMOHEHWNIO BCEMW NOJb30BaTeNAMU. TaKMe MAN aHaNOMNYHbIE HOPMbI
NPUMEHSAIOTCA B OTHOLLEHMM BCEX AOCTYNHbIX CETEBbIX PECYPCOB, KOrAa 3apaHee He U3BeCTHbI Npasua,
YCTaHOB/IEHHble BaAebLiaMmn 3TUX PECYPCOB CaMOCTOATE/bHO.

KaK nokasblBaeT npakTnKa, 601bINHCTBO NONb30BaTeNel ceTu MHTepHeT oXuaaeT oT Apyrux
noNb3oBaTesieit UCNONHEHMA OBLLENPUHATBIX CETEBLIX HOPM, T.K. UX HapYyLLEHME BieYeT Cepbe3Hble
3aTpyaHeHua pabotbl B CeTu, KaK TEXHUYECKME, TaK U 06YCNI0BAEHHbIE YenoBedeckum dpaktopom. Mpu
€034aHUN JIOKYMEHTA He CTaBUAoCh Leneit GopmMynmMpoBaTh yHMBepcanbHble Npasmna paboTsl B CeTy,
Ay6nMpoBaTh NOMOXEHUA 3aKOHOAATENbCTBA TEX UM UHbIX FOCYAAPCTB U T.M. [JJOKYMEHT 0XBaTbiBaeT
NCKNIOUYUTENIbHO BHYTPUCETEBbBIE HOPMATUBbI, C/IOXKUBLIMECA B MEXAYHAPOAHOM ceTeBOM coobliecTe
KaK NposB/ieHne camocoxpaHeHus ceTn UHTepHer.

ABTOpPbI AOKYMEHTa HaZEeoTCs, YTO AaHHana Gopmanm3aumnsa obLLENPUHATBIX HOPM OKaXKeTCs NoNe3HOM
KaK aMMHUCTPATOpPam ceTen Npu paspaboTke NpaBua JOCTyNa AN NONb30BaTeNeN, TaK U KOHEYHbIM
nonb3oBatenam Cetu ana nsdexaHna KOHGANKTHbIX CUTYyauuii B noBceaHeBHOM paboTe. Kpome Toro,
OaHHbIM OKYMEHT NMOMOMET onpeaeinTb, KaKoro NoBeAeHMA Pa3yMHO OXKNAaTb NONb30BATENIO OT
APYrMX y4aCTHUKOB CETEBOIO B3aMMOAENCTBMA N B KAKMX C/Ty4anX MOXKHO cunTaTb ceba nocTpagasLumm
OT HeOMNYCTUMbIX AENCTBUN.

1. OrpaHnyeHns Ha MHPOPMALIMOHHBIN WYMm (cnam)
Pa3sutne CeTu NpUBENO K TOMY, YTO OAHOW M3 OCHOBHbIX NPO61eM NoNb30BaTeNeN CTan U3bbITOK
nHdopmauuu. Noatomy ceTeBoe coobLlecTBo BbipaboTano crneumanbHble NpaBMaa, HanpasaeHHbIe Ha
orpaeHue nosib3osaTesa OT HEHYXHOW/He3anpoLlleHHoW nHpopmaumn (cnama). B uactHocTy,
ABNIAKOTCA HEAONYCTUMbBIMWU:



1.1. MaccoBas paccblika coobLLeHNI NOCPEACTBOM SNEKTPOHHOM MOYTbI U APYTUX CPEACTB
nepcoHanbHOro obmeHa UHbopmaumnen (BKAoYan cny>Kbbl HeMe/IeHHOW [0CTaBKM COOBLLEHUN, Takne
Kak SMS, IRC 1 T.1.), MHaye KaK No SIBHO U HeABYCMbIC/IEHHO BblPa*KEHHOM MHUUMATUBE NoyYaTenen.

OTKpbITaa NybaMKauma agpeca 31eKTPOHHOM NOYTbl UAK APYrO CUCTEMbI NEPCOHaNbHOro obMeHa
MHOPMaUMEN HE MOKET CYKUTb OCHOBAaHUEM A5 BKAOYEHMS afpeca B KaKOM-1Mbo Cnvcok ans
MacCcoBO paccbiNkmn coobLieHnit. BKaoveHne agpeca, noaydyeHHoro ntobbim nytem (Yepes seb-popmy,
yepes NognNMcHoro poboTa 1 T.M.), B CMUMCOK aZpecoB, MO KOTOPOMY NPOBOANTCA KaKas-1Mbo pacchisika,
[OMYCKAeTcsA TO/IbKO MPU YC/I0BUM HANNUUA Hag/exKallen TeXHUYECKOW npoLeaypbl NOATBEPKAEHUSA
NOAMMCKK, rapaHTUPYHOLLEN, YTO agpec He NoNageT B CMMCOK MHaYe, Kak No Boae BAagenbua agpeca.
Mpoueaypa NOATBEPKAEHUA MOANUCKM AOIKHA UCKTIOYATh BO3MOXKHOCTb NONaAaHus agpeca B CNUCOK
afipecaToB Kakon-nnbo paccbiNKku (eANHUYHOM MAK PeryaspHON) No MHULMATUBE TPETbUX AnL, (T.e. auu,
He ABAAIOLWMXCA BNadeblaMu AaHHOro agpeca).

O6s3aTeNbHO Ha/IMYME BO3MOMKHOCTU anAa noboro noannMCcYNKa HemeaneHHO NOKNUHYTb CNNCOK
PaCCbINIKKN 6e3 Kakux-nmbo Bany,ﬂ,HEHMﬁ NP1 BO3SHNKHOBEHUWN Y HETO TAKOTO *XeJ/1aHUA. I'Ile 3TOM
Hainm4yme BO3MOXKHOCTU NOKNHYTb CMUCOK Camo Nno cebe He moxKeT CNYyXWUTb OonpaBgaHNem BHeECEHUA
aJpecoB B CMMUCOK HE NO BOJ1€ B/1ageNnbuesB agpecos.

1.2. OTnpaBKa 3N1EKTPOHHbIX MUCEM U APYINX COOBLLEHMIA, COAEPIKALLMUX BAOKEHHbIEe ainbl n/unam
MMEIOLMX 3HAUUTENbHBIN 06bem, 6e3 NpeaBapUTENbHO NOYYEHHOTO paspeLleHuns agpecaTa.

1.3. Paccbl/iKa (MHaye Kak no Npsamoi MHMUMATMBE NosyyaTens)

a) 2/1EeKTPOHHbIX NMUCEM U APYTMX COOBLLEHMI (B TOM UMC/Ie e AUHUYHBIX) PEKNAaMHOr0, KOMMEPYECKOTO
WAW aruTaLMOHHOIO XapaKTepa;

6) nucem 1 coobLeHnin, coagepKawmx rpybble 1 0CKOPOUTE/IbHbIE BbIPAXKEHUA U NMPEANOKEHMUA.

B) PaccbinKa coobLeHnit, cogeprkalymx npocbby nepecnatb 4aHHOE coobLieHne ApyrMm AOCTYMNHbIM
nonb3osartensam (chain letters).

r) Ucnonb3oBaHue 6e31uuHbIX ("ponesbix") agpecoB MHaYe, Kak No UX NPAMOMY Ha3HaYeHUo,
yCTaHOB/IEHHOMY B/lafie/ibLiem aApecos U/Uan CTaHaapTamm.

1.4. PasmeLyeHue B 060N 31€KTPOHHOM KOHPepeHLMN coobLLeHN, KOTOpble HE COOTBETCTBYIOT
TemaTuKe AaHHOW KoHdepeHuun (off-topic). 3aecb u ganee nog KoHdepeHUMel NOHUMAIOTCS
TenekoHdpepeHumum (rpynnbl HoBocTet) Usenet n apyrue KoHdpepeHunn, Gopymbl U CNIUCKU PACCbIIKMU.

1.5. PasmeLleHue B 10601 KoHbepeHUUn COObLLLEHNI PEKNAMHOTO, KOMMEPYECKOTO UK
arMTaLMOHHOrO XapaKTepa, KPoMe C/1y4YaeBs, Koraa Takune coobLueHMs ABHO paspelueHbl NpaBmMaamm
AaHHOW KOHdepeHLMM NMbo 1x pasmelleHne 6bl10 COrnacoBaHo C BnagebLamm nam
aAMUHUCTPATOPaMM SAaHHOW KOHbepeHLMK NpesBapuTesbHO.

1.6. PaamelleHune B 110601 KOHbEPeHL MM CTaTbk, CoaepsKaLlein NPUNoKeHHble Galiabl, KpoMe caydaes,
KOrAa B/IOXEHMA AIBHO pa3peLleHbl npasu/iaMmu 4aHHON KoHpepeHUMn Tnbo Takoe pasmelleHune bbiio
COTrN1aCoBaHO C Bage/bLiaMy AN agMUHUCTPATOPaMM KOHbEepeHL MM NpeaBapUTebHO.

1.7. Paccbinika MHbopMaLmMm noaydyaTensam, paHee B ABHOM BUAE BbIPa3vMBLUMM HEXKeJlaHWe NMoJly4aTb 3Ty
nHbopmaunto, MHGOPMALMIO JAHHOM KaTEropPUKN MAN NMHPOPMALMIO OT JAHHOIO OTNPABUTENS.

1.8. Ucnonb3oBaHMe cOBCTBEHHbIX NN NPeAOoCTaBAEHHbIX NHGOPMALIMOHHbIX PecypcoB (MOUYTOBbIX
ALLMKOB, a4PECOB 3/IEKTPOHHOM NoYTbl, cTpaHny, WWW u T.4.) B KauecTBe KOHTAKTHbIX KOOPAWHAT Npu
coBepLIEeHNN 1060ro U3 BbILEONMUCAHHbIX AENCTBUN, BHE 3aBUCUMOCTM OT TOTO, U3 Kakoi Touku CeTtu
6blM coBEPLUEHDbI 3TN AENCTBUA.



1.9. OcyLuecTBNEeHUE AeATENBHOCTU NO TEXHUYECKOMY 0becneyeHunto paccbiiku cnama (spam support
service), Kak-To:

- LueneHanpaeseHHOe CKaHMpPOBaHME COAEPHKMMOro MHGOPMaLMOHHbBIX PECYPCOoB C Lenbto cbopa
aZlpecoB 3/IeKTPOHHOM MOYTbI U APYIUX CAYXKO A0CTaBKU COOBLLEHWMIA;

- pacnpocTpaHeHMe NPorpammHOro obecrneyeHna ANA PacCbiNKM Cnama;

- co3gaHue, BepudurKauus, noaaeprkaHne am pacnpoctpaHeHne 6a3 AaHHbIX aApPeCcoB 3NEKTPOHHOM
MOYTbI MAU APYTUX CAYKE A0CTaBKM cOObLLEHMI (3a UCKAIOYEHNEM CayYan, Koraa Baaae iblbl BCex
aApecoB, BKAOYEHHbIX B Takyto 6a3y AaHHbIX, B ABHOM BUAE Bblpa3uin CBOE COrlache Ha BK/IYeHue
aApecoB B AaHHYI0 KOHKPETHYIo 6a3y AaHHbIX; OTKPbITas NybaMKaLmMa aapeca TakoBbIM COrnacuem
CYUMTaTbCA HE MOMXKET).

2. 3anpeT HeCaHKUMOHMPOBAHHOIO A0CTYMNa M CeTeBbIX aTak
He AO0NYyCKaeTcA ocyuwectsaneHne nonbiITOK HECAHKUMOHNPOBAHHOIO A0CTYyNa K pecypcam CeTVI,
nposeaeHMe CeTeBbiX aTak U CETEBOIO B3/1l0Ma U y4aCTue B HUX, 3a UCKIKOYEHNEM C/ZTyHaEB, KOraa ataka
Ha ceTeBOM pecypc NPoBOAUTCA C ABHOIO paspeLleHmna BAageibla Man agMMHUCTPATOPa 3TOro pecypca.
B Tom yncne 3anpelweHbl:

2.1. leitcTBUA, HanpaBAeHHbIe Ha HapyLUeHNe HOPManbHOro GYHKLMOHUPOBaHNA anemeHToB CeTn
(KomnbtoTepoB, Apyroro 060pyA0BaHNA AN NPOTPAMMHOIO obecrneyeHns), He NPUHaZAEKaLLMX
nonb3oBaTesnto.

2.2. leicTBUA, HaNpaB/eHHble Ha NOJlyYeHMe HECAHKLMOHUPOBAHHOIO A0CTYNa K pecypcy Cetu
(komnbloTepy, Apyromy o60pyaoBaHMIO UM MHGOPMALMOHHOMY pecypcy), nocaeaytoliee
MCMNO/Ib30BaHME TaKOTO AOCTYNA, A TAKKE YHUUTOXKEHNE UM MOAMPUKALMA NPOrPaMMHOT0
obecneyeHUs AN AaHHbIX, HE NPUHAANEXKALMX NOIb30BaTeNt0, 6e3 CornacoBaHUsA ¢ BAase/bLamm
3TOro NPorpammHOro obecneyeHna AN AaHHbIX AM60 agMUHUCTPATOPaMK AaHHOMO MHGOPMALMOHHOMO
pecypca. Mo HeCaHKLMOHNPOBAHHbIM AOCTYNOM NOHMMAaEeTCA NtoboW JoCTyn cnocobom, OTIMYHBIM OT
npegnonarasLlleroca BnagesnbLem pecypca.

2.3. Nepepgaya KomnbtoTepam nan obopyaosaHmto CeTn 6eccmbliCneHHOM nan 6ecrnonesHo
MHPOpPMaLMK, CO3Aal0LLEN NAaPa3UTHYIO HarpysKy Ha 3TM KOMNbIOTEPbI UAK 060pYA0BaHUE, @ TaKKe
NPOMEXKYTOUHbIE YY4ACTKM CeTH, B 06beMaXx, NPEBbILIAOWNX MUHMMAIbHO HEOBXOAVMMbIE ANs MPOBEPKM
CBA3HOCTU CeTel U JOCTYMHOCTU OTAE/IbHBIX €€ 3/IEMEHTOB.

2.4. LleneHanpaB/eHHble A4eACTBMA MO CKAHMPOBAHMIO Y3/10B CETEN C LLe/IbtO BbIABAEHUS BHYTPEHHEMN
CTPYKTYPbI CETEN, CMMCKOB OTKPbITbIX MOPTOB U T.M., MHAYeE KaK B Npeaenax, MMHMMa bHO HEOH6X04MMbIX
ONA NPOBEAEHNA WTATHbIX TEXHUYECKMUX MEPONPUATUIM, HE CTABALLMX CBOENM LLe/Ibi0 HapyLUEHWE NYHKTOB
2.1 n 2.2 HacToALWLEro AOKYMEeHTa.

3. CobntoaeHme npaBu, YCTaHOBAEHHbIX BAaAebLaMn pecypcos
Bna,u,eneu, noboro MHd)OpMaLI,VIOHHOI'O NN TEXHNUYECKOTO pecypca CeTtn moxet YCTaHOBWUTb AN1A 3TOTro
pecypca cobCcTBEHHbIE NpaBK/a ero MCno/ib30BaHKA. [paBuia NCNONb30BaHMA PECYpPCOB MO0 CCbl/iKa
Ha HUNX I'Iy611VIKWOTCFI Bnagenbuamum Uam agMmMHUCTPATOPaMmM 3TUX PECYPCOB B TOYKE NOAKNHOYEHUA K
TaKUM pecypCam n ABNAKOTCA 06A3aTeNbHbIMU K UCMTONHEHUIO BCEMU MONb30BaTENAMM ITUX pecypcos.
I'Ipanma AO1XKHbI ObITb IerKO AOCTYNHbIMWN, HANNCAHHbIMU C Y4E€TOM Pa3HOro ypoBHA NOAroToOBKU
nosib3oBaTenem.

MpaBuaa MCNONb30BaHMA pecypca, YCTaHOBEHHbIE BAageNbLeM, He A0/KHbI HapyLllaTb Npasa
BJ1afe/bLLEeB APYIMX PECYPCOB UAW NMPUBOLUTL K 3/10yNoTpebNeHMAM B OTHOLEHUM APYrMX PECYPCOB.



MNMonb3oBaTenb 06s3aH C061'I}O,£l,aTb npaBunia NCNosib30BaHUA pecypca nmbo HemeaneHHO OTKa3aTbCA OT
€ro ncnosib3oBaHuA.

B cnyvae, eciv NpaBua, yCcTaHOB/IEHHbIE BNadesbLeM pecypca, NpoTMBOPeYaT TEM UAM MHbIM MYHKTaM
HaCTOALLEr0 AOKYMEHTA, B OTHOLIEHMM AAHHOrO pecypca NPMMEHAIOTCA NPaBnaa, yCTaHOB/EHHbIEe
B/1Iafe/IbLLeM, €C/IM 3TO He BeAET K HapyLWeHUAM B OTHOLLEHUW APpYruX pecypcos. B ciyyae, ecim
BAaAe/bLeM rpynnbl PECYPCOB ABHO YCTAHOB/EHbI NPaBuaa TONbKO A/1A YaCTW PecypcoBs, AN OCTa/bHbIX
NPUMEHSAIOTCA NpaBuaa, cGopMyIMPOBaHHbIE B AAHHOM SOKYMEHTE.

4. HeponycTMMocCTb GanbCcudrKaLmm
3Ha4yuMTENbHAA YacCTb pecypcos CeTtun He TDEGVET VIAEHTVICI)VIKaLI,VIVI nonb3oBaTeNnAa n gonycKkaeTt
dHOHMMHOE MCNOJ1Ib30BaHUe. OLI,HaKO B pAde cny4yaesB OT NO/1b30BaTeENA Tpe6yeTcs| npenocrtasnUTb
nHpopmaumio, MAEHTUOULMPYIOLLYIO Er0 U UCMOJIb3yeMble MM CpeacTBa AocTyna K CeTu. MNpu aTom
NnoNb30BaTe/lb HE O0/1KEH!

4.1. Ucnonb3oBaTb MAEHTUUKALMOHHbIE AaHHble (MMeHa, agpeca, TenedoHbl U T.N.) TPeTbUX NnL,
KpoMme c/yyaes, Koraa 3Tv nua ynoaHOMOYMAM NOIb30BaTeNa Ha Takoe MCNob30BaHMe.

4.2. danbcuduumpoBsats cBoli IP-agpec, a TakKe afpeca, UCNoib3yemble B APYrx CETEBbIX MPOTOKONAX,
npuv nepezaye gaHHbIX B CeTb.

4.3. Ucnonb3oBaTb HecyLecTBylolme obpaTHble agpeca Npu OTNPaBKe SNEKTPOHHbIX MUCEM U APYTUX
COObLEHNNA.

4.4, HebpeKHO OTHOCUTLCA K KOHOUAEHLMANBHOCTU COBCTBEHHbIX MAEHTUDUKALMOHHBIX PEKBM3UTOB (B
4acTHOCTU, Mapo/iei 1 NPOUYUX KOA0B aBTOPU30BAHHOMO A0CTYNa), YTO MOXET NPUBECTU K
NCMNO/Ib30BaHUIO TEX UM UHBIX PECYPCOB TPETbUMM ULLAMWN OT UMEHM AAHHOIO NoJib30BaTeNsa (c
COKpPbITUEM, TaKUM 06pa3omM, UCTUHHOTO UCTOYHMKA AEWUCTBUN).

5. HacTpolika cobCTBEHHbIX pecypcoB
Mpu paboTe B ceT MHTEpHET-N0Nb30BaTe/Ib CTAHOBUTCA €€ NOJIHONPaBHbIM YYaCTHUKOM, YTO CO34aeT
NOTeHUMaNbHYH BO3MOXHOCTb A1 MCNO/b30BaHMUA CETEBbIX PECYPCOB, MPUHAAIEKALLMX
No/1b30BaTe0, TPETBUMM NNLAMU. B CBA3M C 3TMM NO/Ib30BaTE b AO/IKEH NPUHATL HaA/1exKaluue mepbl
Mo TaKoM HacTPOIKe CBOMX PeCypcoB, KOTopas NpenaTcTBoBana 6ol HegobpocoBecTHOMY
NCMNO/Ib30BaHMIO 3TUX PECYPCOB TPETbUMM INLLAMM, a NPU 0BHaPYKEHUU CNyYaeB TaKoro
MCMO/Ib30BaHMNA MPUHMMATL ONepaTUBHbIE MepPbl MO UX NMPEKPALLEHMIO.

Mprmepamu NOTEHLMANbHO NPOHIEMHOMN HAaCTPOMKKN CETEBBIX PECYPCOB ABNSAIOTCS:
- OTKPbITblE PETPAHCAATOPbI 3NEKTPOHHOM NouTbl (open SMTP-relays);
- 06LWeA0CTYNHbIe AN HEaBTOPM30BaHHOM Ny6AMKauun cepBepbl HOBOCTEW (KOHbepeHUMiA, rpynn);

- CPeACTBa, NO3BOAIOWME TPETBUM IMLLAM HEaBTOPM30BAHHO CKPbLITb UCTOYHMK COeaMHEHUA (OTKpbITbIe
NpPOKcu-cepsepsbl U T.M.);

- O6I.Ll,e,£I,OCTyrleIe LWNPOKOoBELWATE/IbHbIE agpecCa NOKaJ/IbHbIX CeTeVI, no3ssoJsiAroune nposoanTb C UX
NOMOLLbBbIO aTaKMU TUNa smurf;

- 3/1IEKTPOHHbBbIE CMNUCKN PACCbIJZIKK C He,ﬂ,OCTaTOHHOVI HaOEXHOCTbIO MEXaHU3Ma NoATBEPKAEHUA
noaAnNUCKnN naun 6e3 BO3MOXKHOCTU ee OTMEHDbI;

- WWW-CaiTbl U Apyrue nogobHble pecypcbl, OCYLLECTBAAIOWME OTNPABKY KOPPECNOHAEHUMN TPETbUM
NMLAM N0 aHOHUMHOMY MW HEAOCTAaTOYHO ayTEHTUOULMPOBAHHOMY 3anpocy.
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