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1. Objectives and scope of application

This Policy regulates the use of VPN services (Virtual Private Network) by ATLEX customers
as part of the services provided. The document is developed in accordance with the
requirements of Federal Law No. 149-FZ “On Information, Information Technologies and
Information Protection”, No. 187-FZ “On the Security of Critical Information Infrastructure”,
No. 276-FZ “On Amending the Federal Law ‘On Information...” (regulation of anonymizers
and VPNSs), as well as other regulations of the Russian Federation.

The policy applies to all ATLEX customers who use the company's infrastructure to create,
customize or distribute VPN solutions.

2. Customer responsibilities
ATLEX customers are obligated to:
e Utilize VPNs solely for lawful purposes, including:
o Organizing secure access to corporate resources;
o Providing secure data exchange within organizations;

o Technical support of business processes (including interaction with
government systems).

e Comply with the prohibition to use VPN for access to information prohibited in the
territory of the Russian Federation (extremist materials, resources from the register of
prohibited sites of Roskomnadzor, etc.).
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Provide identification of users of VPN services in cases stipulated by the legislation
of the Russian Federation.

Immediately stop using ATLEX services when notified of a violation of legal
requirements.

3. Restrictions and prohibitions

It is forbidden:

Use VPNs to bypass blockades set by Roskomnadzor, including access to sites from
the Unified Register of Prohibited Information.

Distribute VPN services aimed at anonymizing traffic for illegal purposes.

Place advertisements or instructions on how to use a VPN to access prohibited
content.

Violate copyrights, distribute malware, or participate in cyberattacks through VPN
services.

4. Control and monitoring

ATLEX has the right to:

Conduct regular monitoring of network activity to detect violations.

Require customers to provide information about the purpose of VPN use (within the
framework of Article 15.8 of the Federal Law-149).

Transmit data to authorized bodies (Ministry of Internal Affairs, Roskomnadzor, FSB)
upon official requests.

5. Blocking and termination of services

ATLEX reserves the right to:

Immediately suspend services when violations are detected without prior notice.
Block IP addresses, domains or accounts associated with illegal VPN use.

Terminate the contract with the customer unilaterally in case of repeated violations.

2u33



ATLEX

6. Responsibility of customers
The customer is solely responsible:
e For the content of the traffic transmitted through the VPN.
e For damages caused to third parties as a result of using ATLEX services.

e For compliance with the requirements of the legislation of the Russian Federation,
including payment of fines for violations.

7. Cooperation with authorities
ATLEX undertakes to:
e Comply with Roskomnadzor's orders to block resources that violate the law.

e Provide metadata (connection logs, IP addresses) at the request of judicial
authorities.

e Participate in the implementation of mechanisms to counteract the illegal use of
VPNs.

8. Final Terms

e This Policy is an integral part of the ATLEX User Agreement.

e ATLEX has the right to make changes to the Policy with notification of customers
through the official website.

e All disputes shall be resolved in accordance with the laws of the Russian Federation.
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